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:'?‘) 1st Generation

EVOLUTION OF NETWORK SECURITY
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E'}:'E 2nd Generation

EVOLUTION OF NETWORK SECURITY

: CONTINUED GROWTH IN THE SECOND GENERATION
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[T :
g% 3rd Generation

EVOLUTION OF NETWORK SECURITY

: WE ARE IN THE EARLY STAGES OF THE THIRD GENERATION

FIREWALL NUGTIT\/IW FABRIC
Connectivity Content Infrastructure

{ { [ ] (
1990 2000 2010 2020
SECURITY
SOFTWARE + PROCESSORS + SECURITY FABRIC
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g% 3rd Generation

EVOLUTION OF SECURITY FABRIC

: WHICH VERSION ARE YOU RUNNING?

N
T /)
¢
® o o
S
m) 5.4 5.6 6.0 6.2
Telemetry Visibility & Au:ggilgggtn & Integration &
FEATURES Control T e Connectors
Advanced Malware Policy Awareness & Dynamic Data Extended Trust &
CISO Control Protection Assurance
1st Gen. Co-ordinated  Reduced time of Self-assessment and Managed security state
F:=RTINET Operations visibility & management automated ops across the topology




* [Security Transformation]

IS the integration of security into all areas of
digital technology resulting in fundamental
changes to how security is architected,
deployed and operated.
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MANY DIFFERENT CYBERSECURITY CONTROLS
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CUSTOMER ISSUES

Complexity

Too many security
vendors is costly and
ineffective

Platform

F:=ERTINET

Manual

Operations creates
mistakes and a
slow response

Automation

Hybrid

Multiple types of
Networks, Clouds
and Devices

L

Integration

Measurement

How well is my
Security doing, How
can | improve?

Visibility



The Fortinet Security Fabric FortiManager

FortiAnalyzer,

Third-Generation Network Security FortiSIEM

BROAD

Visibility & Protection for the
Digital Attack Surface

INTEGRATED

Detection of Advanced Threats

Response & Continuous Trust
Assessment
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g VERSION 6.0 - WHAT'S NEW EXPANDING IN 2 DIMENSIONS

a/ﬂfﬁu

\i Q Expanded ATTACK SURFACE

A ol
— @L/_/ N
%/F 2
Expanded
SOC INTEGRATION
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INTEGRATE

G Expanded ATTACK SURFACE
Telemetry

\ % 5.6
" Access - YiSib”ity
@ »Xﬁ - control
EXPAND '

6.0

- Integrate
- expand
- measure

MEASURE




DETECT

Z
5.6 A
- historical
- 10C

/

6.0

- detect Expanded
- respond SOC INTEGRATION

- automate

AUTOMATE




SECURITY FABRIC | OPERATION

VISIBILITY

TOPOLOGY
MAPS

= FortiGate L+ @ 5 07 admin-

>lala No Access Device | Device Traffic™ | @ now~ WoSerAeaonte sl & Ly

M Device Traffic 00:0c:01:ec:00:12
Sort By: ved) [ )

& Dashboard

NX Security Fabric

Physical Topology 7 Device Count

- ey Device Type =" Quarantine
Security Rating Vulnerability 00:0c:01:ec:00:13
; Threat Score [ ] Compromised
Automation
Settings 10C Score #" Quarantine
8 No Devices
Cloud & SDN Connectors 00:0c:01:ec:00:14
M FortiView > ]
4 Network N ‘ #" Quarantine
£ System > Cloud > 00:0c:0L:ec:00:15
B Policy & Objects >
[ ] 10.200.1.5
& Security Profiles > -
O VPN >
& User & Device > Device @ 00:0c:01:ec:00:05
= Visualization of Security Fabric > WiFi & Switch Controller > MAC Address 00:0c:01:ec:00:05
. Ll Log & Report > Interface @ Guest_Switch (vsw.port5)
components from physical and o o Macoexr0s
onitor > g

logical connectivity perspective
= Mouse-over for endpoint contextual

Topology Qjﬂ Enterprise_Core
Ao Enterprise_Second_Floor
@ 00:0c:01:ec:00:05

Sessions 23

detaI|S Bytes (Sent/Received) 43.30kB -
Bandwidth 45 kbps I
Packets (Sent/Received) 222B —

= Remote login to downstream
FortiGates

Security Fabric: fabric

i @ =l =t

00:0c:aa:21:00:06

O oo

F:ERTINET



SECURITY FABRIC | OPERATION

VISIBILITY

1 rA .
: l:s' (E’ _ L4 admin~

Favorites > .
& | © AddFilter | | BB~ Onow- B~ & Lo
@ Dashboard
. . . Source Source Device Bytes (Sent/Received) + Sessions Bandwidth
X Security Fabric »
- 10.100.88.101 B3 02:09:07:00:03:01 12.16 MB — 2 152 bps |
I'! FortiView ¥ | 10.100.88.102 @ 02:09:0£:00:03:02 5.08 MB | 1 64 bps |
Traffic From LAN/DMZ 10.100.93.2 @ 02:09:0f:00:07:02 95.81KkB | 258 56 kbps
_ 10.100.91.21 & 00:0c:3e:09:00:15 94.46 kB | 27 1 kbps |
Destinations 10.100.928 W ( 00:0c:22:21:00:08 91.96 kB | 27 3kbps |
- 10.100.94.3 A 00:0c:82:02:00:03 84.68kB | 3 464 bps |
Applications T
o 10.100.92.9 0 00:0c:2a:21:00:09 80.12kB | 10 1kbps |
Cloud Applicztions 10.200.1.15 & 00:0c:01:ec:00:0f 72.25kB | 12 2 kbps |
Web Sites 10.100.92.14 # 00:0c:a2:21:00:0e 71.53kB | 1 1 kbps |
. Threats 10.100.92.5 # 00:0c:22:21:00:05 71.43kB | 33 45 kbps
Compromised Hosts 10.200.1.17 = 00:0c:01:ec:00:11 69.58 kB | 19 53 kbps |
S 10.100.88.3 02:09:07:00:02:04 60.67kB | 2 80 bps |
I
10c:01:ec:( 14
) i . Why is a particular group of
= Powerful on-demand query tool that T ULl 7 et AR A R (R user'ys is hitving tr'ougle uging
query needs further investigation? network and how so?

provides contextual results with drill the cloud based ERP system?

down capabilities
= Presents in various viewers

= Uses real-time or historical data
from FortiAnalyzer or FortiCloud

Assists in network
troubleshooting

Identifies network and
threat status

Acquires proactive
security knowledge

= Aggregated data from downstream Supports proactive Resolves threats and Provides insights to
FortiGates within the Security security management networking problems optimizing networks &
Fabric quickly productivity

ERTINET



SECURITY FABRIC | OPERATION

AUTOMATION

0C00 5} 0606

API
Call

System Threat IOC Config
Status Events Detection Change

TRIGGERS AUTOMATION ENGINE ACTIONS

Notification Quarantine

Automated workflows (stitches) using triggers to deliver appropriate actions
Easy creation using wizards
Covers components within a security fabric

F:ERTINET



SECURITY FABRIC | OPERATION

AUTOMATION

STITCHES

L~ @~ >_ [ admin-

& Dashboard + CreateNew | # Edit [ Delete
NX Security Fabric . i
Name * FortiGate Action Status
Physical Topology
[E] A Compromised Host @
Logical Topology
1_Fabric_Compromised_Quarantine [l All FortiGates Access Layer Quarantine @ Enabled

Security Ratin

il 5 Quarantine FortiClient via EMS

Automation

S 4¢_10T_Compromised_TechExpo [ All FortiGates &% Webhook @ Enabled
ettings

Cloud & SDN Connectors B Connguration change @)

e FortiView 5_Cloud_ConfigChange_Breakout [ Al FortiGates AWS Lambda @ Enabled
 Network = & EventLog &

£3 System 2_Fabric_Login_Notification [ All FortiGates & FortiExplorer Notification @ Enabled

B Policy & Objects 3 Fabric_Security_Event_Push [ All FortiGates @ FortiExplorer Notification @ Enabled
& Security Profiles 4a_|OT _Login_Failure Breakout [ All FortiGates % Webhook @ Enabled
O VPN

& User & Device

= WIFi & Switch Controller
Ll Log & Report

€ Monitor

4b_|OT _Login_Failure_TechExpo [ All FortiGates &% Webhook @ Enabled

= Wizard that assist admin to easily
setup automation via predefined
components

ERTINET



SECURITY FABRIC | OPERATION

AUTOMATION

QUARANTINE
O

FortiGate -~ L2 g admin ~

@& Dashboard Edit Automation Stitch

¥X Security Fabric
i
Name Auto-Quarantine-10C-users

Status [+ ELER © Disabled

FortiGate | [ All FortiGates

Physical Topology
Logical Topology
Security Rating
Automation
Settings Trigger
Fabric Connectors

s FortiView A o - .

<+ Network = .EI'

£ System

Compromised Security Rating Configuration Reboot License Expiry  HAFailover AV &IPSDB Event Log
B Policy & Objects Host Summary Change Update

& Security Profiles
O VPN Threat level threshold = Medium

& User & Device
Action
= WiFi& Switch Controller

Ll Log & Report
Eololclololo0

Email FortiExplorer Access Layer Quarantine IPBan AWSLambda Webhook
Notification  Quarantine FortiClient via

= Automatically quarantine
compromised hosts via Stitch

= Option to do so using FortiClient via
EMS or connection via FortiSwitch
and FortiAP

Minimum interval (seconds) O

Cancel

F:ERTINET



SECURITY FABRIC | OPERATION

AUTOMATION

NOTIFICATIONS

= |OS Push notification via
FortiExplorer

@& Dashboard

NX Security Fabric
Physical Topology
Logical Topology
Security Rating
Automation
Settings
Fabric Connectors

s FortiView

<+ Network

£ System

B Policy & Objects

& Security Profiles

O VPN

& User & Device

= WiFi& Switch Controller

Ll Log & Report

@ Monitor

Edit Automation Stitch

Name Auto-Quarantine-1OC-users

Status [+ ELER © Disabled

FortiGate | [ All FortiGates

Trigger

Event Log

Event | & Admin login failed

Action

@ Loginto FortiCare on our iOS App to receive notifications.

Email FortiExplorer AWSLambda  Webhook
Notification

Minimum interval (seconds) | O

Select Entries
[@
& 802.1x authentication fai
& 802.1x authentication succeeded

& Action performed
& Admin disconnected
& Admin login disabled

Infection detected on host
Kevin's Galaxy-S8 (10.1.13.13) by FortiAnalyzer
10C Service

- I ST . A

@)

Host quarantined due to infection
JOHN95-DELL (10.1.13.13) by FortiAnalyzer IOC
Service

K

Dropbox OneDrive Mail

B-E

Messages Music FortiToken FortiExplorer
N RERINIRAL
& Attribute configured by maintainer
& Authentication failed

Close




Security Checks updates are
provided through a FortiGuard
Subscription. (Enterprise Bundle)

Security Rating Feature
lllustrative Model

Security Roadmap
Practical Steps

F RTINET

Technical Security

Level 5
Checks Level O Optimized & Proactive
Informal & Ad-hoc Increased automation of SO
activities and effective tracking
of user and data access aligned
Stangaro{s IBased tection with Privacy requirements.
ontrols '
/ {3 -
Compliance
Level 1 Level 4
management through  Ehiiadis == 3 anaged & Monit
. , WO v/Ml Continuously mon
Con“nuous inst common and

xrnal threats. adapt to situatio

\_ measurements” . changes. Effectiv

S XY X meet security



ENTERPRISE CORE - SECURITY RATING - DETAILS

FortiGate VM64-KVM  Enterprise Core Interim build21439~  NX Security FabricDemo >~ 11 ®~

& Dashboard Security Rating

NX Security Fabric "
g v @ View Results ) @) Easy Apply [ All FortiGates ~ | IEETEY AlResults €@ | & print | [IIETH
Physical Topology
Security Rating: 95th Percentile Security Rating Score: +305 © Scheduled Run

Rated Against All Regions and All Industries in SMB (1 - 256 endpoints)
Security Rating Ran: 7 minute(s) and 48 second(s) ago Version: 1.00009

Settings EE) Passed Medium @ High
Fabric Connectors

Logical Topology

€ Show Topology

& FortiView
& Network Security Control FortiGate Result Recommendation

£+ System [=] Fabric Security Hardening (SH) 4 @

B Policy & Objects Unsecure Protocol - HTTP kn Enterprise_Core Disable HTTP access on the following interfaces:
Interfaces should not allow HTTP administrative access. m Internet Access (portl)

& Security Profiles
[l DMZ Segment (port2)

0 VPN
& User & Device
= WiFi & Switch Controller

FSBP SHO01.2

Ll Log & Report rusted Hosts

e Monitor For each administrator, login access should be restricted to
trusted hosts.

FSBP SHO1.3

Default Port HTTPS Assign HTTPS a non default port.
HTTPS should not use the default port.

FSBP SH01.8

Default Port SSH Assign SSH a non default port.
SSH should not use the default port.

FSBP SH01.10

Valid HTTPS Certificate - Administrative GUI &m Enterprise_Core Configure a valid certificate. The current certificate "self-sign" does not meet the following requirements:

Easy Apply >




SECURITY FABRIC | POLICY & CONTROL

COMPLIANCE & SECURITY RATING

SECURITY RATING
RANKING

: admin ~

& Dashboard ~ N .
_ e

' Noc 50My

& ' i
vx Security Fabric 4.0MY

I FortiView

< Network

3.0My

2.0My

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
:
1
| & System > ! ! ! 10MHps|
: B, Policy &Objects > R N [ I — aa an A, ™
! 8 Security Profiles 5 11:00 11:10 11:20 11:30 11:40 10:50 11:00 11:40 11:20 11:30 11:40
! aveN S M inbound 21.06 kbps B Security Rating !
1
1 & User & Device > =
| o System Information i | |Licenses (1] 173.243.138.66) i
| = WIFi & Switch Controller >
: Ll Log & Report 5 Hostname FTNT-5G-ISFW @ FortiCare Support
: & Monitor > Serial Number FG100D3G12808281 @ IPs
1
. ! Firmware v6.0.0 build0108 (interim) @ Anti
1 ntiVirus
n
Benchmark against peers ! Mo NAT(Proytmed R
1
: H H : ! System Ti 2018/04/29 20:49:21
»Rank against similar organizations S © ecuty Rating 93 y
. t f . d R d t b | Uptime 02:18:33:23 - o) S o Percentile
1 ortiClient ortiToken
in term of size and industry by | Wl = sa18599220 i |
1
percentile : |
i . . . ] SMB (1 - 256 endpoints)
. . . | FortiCloud H Security Fabric: FTNT-SG2 H ' !
»Requires FortiGuard Security - All Regions - All Industries
R t b . t E Status @ Activated I]ﬂ @ E Q ((09 5
a Ing Su Scrlp Ion 1 Account rawbean.sg@gmail.com | 7s%
! 0 FTNT-SG-ISFW
! Type @ Free ©(+) FP321C3X15001076 b
: Storage Used 0B B 5124DP3X16004667
1
1
1
1
1
1
1

F:ERTINET



SECURITY FABRIC | POLICY & CONTROL

COMPLIANCE & SECURITY RATING

ENDPOINT
COMPLIANCE

7% FortiGate 100D FTNT-SG-ISFW . I1 @ L2 (§ admin-

TH
& Dashboard Edit FortiClient Compliance Profile default v| © m =
Sk Security Fabric Telemetry Data

b FortiView Non-compliance action = Block

b Network

£} System o Endpoints must send telemetry data to FortiGate for Security Fabric.
Unregistered endpoints will be issued awarning.
B Policy & Objects

@& Security Profiles

Specify Compliance Criteria
AntiVirus

Endpoint Complianceon  EMS
Web Filter P P  FortiGate |

DNS Filter

@ Endpoint Vulnerability Scan on Client
Application Control
Vulnerability level € High

Intrusion Prevention
. Non-complianceaction = Block
FortiClient Compliance ir

SSL/SSH Inspection @ System Compliance

RO 2 Minimum FortiClient version (B

Upload Logs to FortiAnalyzer @D ¥ Traffic +! Vulnerability ¥/ Event

= Different profiles can be setup
accordingly such as Location
(Source IPs), User groups and/or
Device types etc

= Compliance criteria includes
Vulnerability scan status, Windows
application/process presence and
FortiClient configurations

= \Warn or block clients if not
compliant

Web Profile Overrides

Custom Signatures Check Running Applications (b

O VPN Non-compliance action Block
& User & Device

= WIFi & Switch Controller @ Security Posture Check

Il Log & Report Realtime Protection @ )

& Monitor Third party AntiVirus on Windows €@ B
Web Filter (@ ]
Application Firewall @

F:ERTINET



SECURITY FABRIC | SECURITY

VULNERABILITY ASSESSMENT

VISIBILITY

= Endpoints vulnerability
assessment results are visible
on FortiView and Topology

maps

» Supports drill-in for details

= Via FortiClient telemetry with
FortiGate

@& Dashboard
NX Security Fabric >
b FortiView v
Traffic From LAN/DMZ
Sources

Destinations

Applications

Cloud Applications

‘Web Sites

Threats

Compromised Hosts

WiFi Clients

Traffic Shaping

Traffic From WAN

Sources

Servers

Threats

All Segments

System Events

VPN
Endpoint Vulnerability w7
Threat Map
Policies
Interfaces

FortiSandbox

2 @ AddFilter] || Device B+ O 7days k-
Vulnerability Name Severity Vulnerability Category
Internet Explorer Information Disclosure Vulnerability Web Client
Internet Explorer Information Disclosure Vulnerability Web Client
Internet Explorer Memory Corruption Vulnerability m Web Client
Internet Explorer Memory Corruption Vulnerability High Web Client
Internet Explorer Security Feature Bypass Vulnerability Web Client
Microsoft Browser Spoofing Vulnerability Operating System
Microsoft Edge Elevation of Privilege Vulnerability Low Web Client
Microsoft Edge Elevation of Privilege Vulnerability Web Client
Microsoft Edge Memory Corruption Vulnerability Web Client
Microsoft Edge Memory Corruption Vulnerability Ml Sl

FortiClient Detected Vulnerabilities
Microsoft Edge Memory Corruption Vulnerability —

Microsoft Edge Memory Corruption Vulnerability
Microsoft Edge Memory Corruption Vulnerability

Microsoft Edge Remote Code Execution Vulnerability

Microsoft Windows Information Disclosure Vulnerability

Microsoft: NET Security Feature Bypass Vulnerability

ra
— La

CVE-ID
CVE-2017-11906
CVE-2017-11887
CVE-2017-0222
CVE-2017-0226
CVE-2017-0064
CVE-2017-0231
CVE-2017-0241
CVE-2017-0233

CVE-2017-0221

PR ARAT ABAT

Host Count =

>~ L@ :admin'

1
1

1

4
Host Scan Summary

7

e

18

Total Hosts

Microsoft: Device Guard Security Feature Bypass Vulnerabiiy sommn BEEEE = PEratng sy

Microsoft: Dxgkrnl.sys Elevation of Privilege Vulnerability High Operating System
Microsoft: January 2018 Adobe Flash Security Update Applications
Microsoft: May 2017 Adobe Flash Security Update Applications

" in a new tab « || ¢ 1 242 > » [Total:80]

TUVETZUL/-11EYY

CVE-2017-0077




SECURITY FABRIC | SECURITY

IOC DETECTION

VISIBILITY

= FortiGate

>
& Dashboard 2 \|o Add FHter| ‘ WY G EL BRI Acknowledged
N¥X Security Fabric

Source Source Device Verdict + Threats

& FortiView 10.100.92.20 (10.100.92.20) 1§ 00:0c:48:2€:00:14

sed

L A R 10.100.92.2 (10.100.92.2)

Sources
10.100.92.4 (10.100.92.4)

Destinations

10.100.92.10 (10.100.92.10)
Applications
10.200.1.18 (10.200.1.18)
10.100.92.5(10.100.92.5)
10.200.1.19(10.200.1.19)
e 10.100.92.6 (10.100.92.6)

WIFi Clients 10.200.1.20 (10.200.1.20)

Cloud Applications
Web Sites

Threats

Traffic From WAN 10.100.92.21 (10.100.92.21)
Sources 10.200.1.17 (10.200.1.17)
Servers 10.100.92.8 (10.100.92.8)
Threats 10.100.92.12 (10.100.92.12)

= Compromised terminals as
determined by FortiAnalyzer
IOC detection are visible on
FortiView and Topology maps

» Supports drill-in for details
» Actionable

All Segments 10.200.1.21(10.200.1.21)
Security Events 10.100.92.3 (10.100.92.3)
System Events 10.100.92.% (10.100.92.5)

Y 10.100.92.11 (10.100.92.11)

Endpoint Vulnerability 10.200.1.2 (10.200.1.2)
10.100.92.13 (10.100.92.13)
10.100.92.14 (10.100.92.14)
10.200.1.3(10.200.1.3)

10.200.1.4 (10.200.1.4}

Threat Map
Policies
Interfaces
FortiSandbox

All Sessions

+ Network 10.100.92.16 (10.100.92.16)

1010092 15 /10 10N §2 15} # ONNe-AR:D6-NNNF
£ Suctom

Display a menu Q « »

[Total: 42]




SECURITY FABRIC: NETWORKING

Wireless Controller | Switch Controller | WAN Interface Manager



SECURITY FABRIC | NETWORKING

UNIFIED SECURE ACCESS

| 8 %
Remote Access
via VPN @:]
o8
©) 5
=

Wired & Wireless
Local Access

Shared Services

83

<

83

Configuration
User/Device Identification
and Control

Content Inspection and
Protection

Visibility

Logs & Reports

Integrated Connectivity Management with Security

F:ERTINET



SECURITY FABRIC | NETWORKING

WIRELESS CONTROLLE

AP
MANAGEMENT

FortiGate ol @ (§ robin-

Radio2:40 Radio2:1 Anew firmware version is available Radio 2: &% FTNT-Corp (F

= Setup firewall policies with
optional UTM profiles applied
to SSIDs (wireless networks)

& ||« 1 /A > | » [Total:20]

1
1
1
1
1
1
1
1
! & Dashboard > | @ View | & Refresh 20/1024 Managed FortiAPs Gl Radio Group
1 o ” .
1 ¥ Security Fabric 4 Access Point = State Connected Via Channel Clients QS Version
1 w
8a FortiView > Radiol:6  Radio1:0 FP320C-v5.6-build0467 Radio 1: £ FTNT-Corp (F
1 7 _ " adiol: adio 1: V. ul 2010 12 p=g orp
: 4 Network 5 AP-12 @ #h 192.168.212.30 - & LAN_Wired Radio2: 165 Radio2:2 A new firmware version is available Radio 2: & FTNT-Corp (f
1 . Radiol:1 Radio1:0 FP320Cv5.6 Editinterface
! £ System > AP-O1 ° 19216821219 & LANWired ooy oo 149 Radio2:0 A new hrmw:
1 . N 5 " A . InterfaceName  FTNT-Corp
! & Policy & Objects AP-02 ] ¢h 192.168.212.20 - & LAN_Wired :zj::; é 4 :z::.gé;g ;:ﬁ’gr‘ﬁi Alias
| @ Security Profiles ’ Radiol:6  Radio1:5 FP320C-v5.6 Tvpe WIFi SSID
1 _ _ . adiol: adio 1. V.
“ : O VPN , AP-11 ) 4319216821229 @ LAN Wired 200010 o (30000 me Dt ode © £ Brage
1 & User & Device > g R . Radiol:6  Radio1:3 FP320C-v5.6
: AP-06 ] & 192.16821224- & LAN Wired 200t o000 o (e e s
= WIFi & Switch Controller . .
! . Radiol: 1 Radio1:2 FP320C-v5.6
I I I : P AP-07 ] 19216821225 & LAN Wired p=uoots 0 0000 0 A e frre © Add Tag Category
1 - N
. Radiol: 6 Radio1:1 FP320C-v5.6 . .
. . . ! SsID AP-15 ] h 192.16821233- @ LAN Wired 2o o o 0 Anew frm WiFiSettings
! FortiAP Profiles 01 o1 g sSID FTNT-Corp
! AP-05 o & 19216821223 & LAN Wired g7, Ragon 2 FPa20evae %
| 'WIDS Profiles adioz: adio 2 new hrig Security Mode 'WPA2 Personal
| . Radiol:6 Radio1:3 FP320C-v5.6
. . | MR b AP-03 @ 419216821221 & LANWired pjion 64 Radio2 6 Anewhrmwe o2 orddene © o g
Local Authenticati
= Discover and (pr@)authorlze ! FortiSwitch VLANs APos ° 219216821222 & LAN Wireq ROGIO111 Radio1:2 FP320Cwsg o »
AP I \ S s e A - Radio2:44 Radio2:5 Anewfirmw; ClientLimit Unlimited
! S EDRERS o ; Multiple Pre-shared Keys
S easl | y ) __ Radiol:1 Radiol:4 FP320C5.6
y : FortiSwitch Security Policies | P08 © 4 19216821226~ & LANWired pijios 57 Radio2:3 Anewhrmwi screduic © sy .
- - ! Ll Log & Report > AP-09 ] 519216821227 - & LAN Wired Radiol: 6 Radio1:3  FP320Cv5.6 piock Intra-SSID Traffic
! 168.212. B o iy ]
= Batch Conﬁguraﬂons and ! @ Vortor i Radio2 165 Radio2:5 Anewfirmwi i
I Optional VLAN ID o <
1 ! " - Broadcast Suppression
upgraaes on muitiple S ' _Radiol:1 Radiol:0 FP320C5.6
thpg h GUI p : AP-10 o 19216821228~ & LAN Wired o000 o Lo Aew frron
rou ! . Radiol:1 Radio1:0 FP320C-v5.6 )
g ! AP-16 ) 19216821234 & LAN Wired o000 o oo 0 Anew firas VLAN Pooling o
1 i . i L] - - QU0 + -
: AP-13 o & 192.168.212.31- @ LAN Wired Radiol: 6 Radio 1:3 FP320C-v5.6-oun
1
1
1
1
1
1
1
1
1
1
1
1




SECURITY FABRIC | NETWORKING

WIRELESS CONTROLLER

DYNAMIC USER VLAN BROADCAST
ASSIGNMENT | CLIENTLIMIT  SUPPRESSION

0'0"e (“’))

STaa

= AVLAN pool can assign a specific VLAN | = Setting to limit the number of clients = Some broadcast packets are
based on the AP's FortiAP Group, usually permitted to connect simultaneously ! unnecessary yet consuming valuable air
for network configuration reasons, or ! . . time
= Prevent congestion so to ensure !
= assign one of several available VLANs for reasonable user experience = Admin can configure type of broadcast
network load balancing purposes (tunnel 5 traffic to be suppressed,

mode SSIDs only)

F:ERTINET 30



SECURITY FABRIC | NETWORKING

SWITCH CONTROLLER

FORTILINK
Management Only Protocol
FortiLink overhead is <1%.

Data does not use CAPWAP,
can be accelerated by SPU

Any port can be

--- FortiLink heartbeat fortiLink.
--- CAPWAP command packets Default ports
--- 802.1Q user data .

available

LERTINET

Use ohe or more of
the FortiGate's ISF

ports
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SECURITY FABRIC | NETWORKING

SWITCH CONTROLLER

INTEGRATED
SWITCH

FortiGate o K3

connected, plus contextual info
on topology map and Device
Inventory

1
1
1
|
1
1 -
1
: & Dashboard > @ View £ Refresh
MANAGEMENT | e
: | FortiView > = FG3HOE3917900712
1
! “ Network > F» FLINK-AGG
| £ System >
i & Policy & Objects ’ 2 5424DN3X16000313
| & Security Profiles >
|
| & User & Device > — © port23
£ FS108D3W16001162 PoE
* | “ WIFi&Switch Controller v © port24 . ¢ s 10
| Managed FortiAPs © port18 Connected W EEEEEE @
1
® o o : S
| FortiAP Profiles © port1s 22 FsioeDawiso0ret | Pt o
1
! TSI © portid - Connected HEEEEEEE®®
E . I R h | Managed FortiSwitch b
| 1 P
aslly connects switches to ! ARG £ 5424DN3X16000326 £ F5108DIW16001782 PoE |
H H H B FortiSwitch Port Port Description Native VLAN Allowed VLANSs Device Information PoE
FortiGate via FortiLink : T ' Comeced
: FortiSwitch Security Policies - & port1 @ SALES & gtn FLINK-AGG P " b Powered
H ! lml Log & Report > @ port23 ! | © port2 & SALES Qtn FLINK-AGG ¥ Powered
n 1
Setup StaCksy Conflgure and : € Monitor N - © port24 £33 F5108 © port3 & SALES & tnFLINK-AGG ¥ Powered
upgrade switches firmware with ! O port1s Conmmentf]— 2™ o ses
| | © ports & SALES & qtnFLINK-AGG % Powered
Fortl OS : © port13 & porté & SALES & qtnFLINK-AGG % Powered
: o p[)rt 16 (V] port7 A SALES & qtn.FLINK-AGG % Powered
T . | © ports & SALES & qtnFLINK-AGG ¥ Powered
] Port |eve| VlSlblIlty — What |S : © port14 ports % $424DN3X16000326 qtn FLINK-AGG
| port10 % 5424DN3X16000313 atn FLINK-AGG
1
1
1
1
1
1
1
1
1
1
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SECURITY FABRIC | NETWORKING

SWITCH CONTROLLER

FORTILINK ENTERPRISE-CLASS
STACKING SWITCHING

= Manage multiple switches from single (or = Configure various switching setup and ;=
A-P HA) FortiGate ! port settings from FortiGate GUI console,
. including STP, link aggregation and storm

= Connect from 1 to 256 switches in a single

: ) ntrol
stack, depending on FortiGate models contro

= Switches form ISL (inter-swtch links)
automatically

= Supports various topologies, including
MCLAC 2 tier switching and daisy-chain

F::RTINET

ACCESS
CONTROL

<ap

Support port-based and MAC-based
802.1x

MAC authentication bypass and Open-
Auth. mode
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TYPES OF PARTNER INTEGRATIONS

Fabric-Ready Fabric Connectors
Partner developed solutions to integrate with Fortinet develops specific code in our products
FTNT products Explicitly referenced in our GUI/CLI
Based on existing APIs and/or standard Mainly based on APIs

protocols(RADIUS, SYSLOG, SSH, etc)

(usually) no specific code development from
FTNT side

FTNT tests solution to assure it works as
expected

Feature development made by FTNT
Validation might require testing with the partner

F:=ERTINET



FOS 6.0.3 FABRIC CONNECTORS

& Dashboard > | New Fabric Connector
NA Security Fabric ~

Physical Topology SDN

Logical Topology
Security Rating
Automation

RIS Application AmazonWeb Microsoft VMware NSX Nuage Oracle Cloud OpenStack Google Cloud
Fabric Connectors Centric Services (AWS) Azure Virtualized Infrastructure (Horizon) Platform (GCP)
Infrastructure Services (OCl)

e FortiView (ACI) Platform
«# Network

£ System S50/ dentity

B Policy & Objects
& Security Profiles
O VPN

o=l T Poll Active ~ RADIUS Single Fortinet Single
= WiFi & Switch Controller Directory ~ Sign-OnAgent Sign-On Agent

Server
Ll Log & Report

€ Monitor Threat Feeds

AT
www

FortiGuard IP Address Domain Name
Category
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FOS 6.2B.3 FABRIC CONNECTORS

&2 Dashboard New Fabric Connector
N4 Security Fabric

# Physical Topology

# Logical Topology .
Security Rating @

# Automation

Alibaba Cloud eb C Google Cloud Kubernetes
&5 Settings e  (AWS E ; Platform (GCP)

ﬁ Fabric Connectors
i FortiView
+ Network
£ System
B, Policy & Objects i . o
OpenStack Oracle oud WihAvware ESXi Wihware NSX
& Security Profiles ir ize (Horizon) Infrastructure
(OCI)
0O WPN
& User & Device
= WiFi & Switch Controller
bl Log & Report

& Monitor @ @

Fortinet Single Poll Active RADIUS Single
Sign-On Agent Directory Sign-On Agent
Server

Threat Feeds

A
www
@ .

Domain Name FortiGuard IP Address Malware Hash
Category
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FABRIC CONNECTOR IN ACTION | AUTOMATIC
SYNCHRONIZATION

No manual updates necessary

FortiGate #1

Hybrid Cloud

Fabric
Connector

Convert

N\
BN
0o 3. N
6”7/7,2}59/@ ' Dynamic
2 Objects

FortiGate #2

*FortiManager Optional Hybrid Networks
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FORTINET FABRIC-READY TECHNOLOGY ALLIANCE F:RTINET |

PARTNERSHIPS
Fabric-Ready _/

_ SDNINFV & VIRTUALIZATION

aws A“ BLACK

RRRRRRRRRRRRRRRR

155;'53'; A\ siverpeak L 4 ORACLE & Pulse Secure
v/ Symantec gt

MANAGEMENT

Der
8SERVERI GRS 0,
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